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 Cloud database systems provide facilities for large scale data storage and retrieval of 

distributed data. However, security and privacy become most important concerns as 

soon as data owners outsource their private data onto public cloud servers. Since that 
are not within their trusted management domains. Security can be enhanced effectively 

using auditing and signature verification techniques. In this paper, a new Third Party 

Auditor (TPA) based security mechanism is proposed for maintaining security through 
trust management. In addition, we propose an algorithm called Intelligent Trust Based 

Temporal Cloud Data Storage Algorithm (ITBTCDSA) which integrates temporal 

constraints with Hill Cipher encryption technique for secured storage. This work 
focuses on reducing the complexity of verification process through the proposal of a 

new and effective key management scheme. 
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INTRODUCTION 

 

 The cloud databases are accessed through search systems and user interfaces since the cloud data centers 

provide large amount of storage space for online services. Thus database systems overcome the limitations 

present in the centralized and distributed database systems where the local machines are responsible for 

maintaining the data. However, it is necessary to propose new methods to handle large volume of data in cloud 

bases for effective storage and to reduce the maintenance cost and also to provide location transparency. 

However, the cloud service provider should assure the owner of the data that the data are not modified. 

Currently, the databases in cloud face many challenging issues including maintenance of trust, confidentiality, 

integrity, authentication check and non-repudiation. Hence, a security mechanism which addresses these 

security challenges is necessary to provide effective data security. 

 A cloud data storage system consists of a group of storage servers and provides continuing data storage 

services over the Internet. However, storing data in a third party of the cloud system causes severe concern due 

to the lack of data privacy. The cloud data storage systems can use encryption schemes to protect data privacy, 

but will limit the functionality of the data storage system because only a few operations are supported over 

encrypted data. Thus the main aim of this work is to construct a secure data storage system that supports 

multiple data manipulation functions with distributed query processing and security features. 

 

1. Related Work: 

 Many previous works are available in the literature on secured storage and data retrieval. Among them, 

Ateniese et al (2007) described a provable data possession technique that considers the public auditability in 

order to confirm the possession of data in untrusted storage servers. However, the main limitation of this model 

is that this system imposes a priori bound on the number of queries. Wang et al (2011) proposed a new method 

for ensuring data storage security in cloud computing which considers dynamic data storage. Their work is 

mainly used for the verification of data correctness which errors. The limitation can find predict only of this 

work is that it has only partial support for dynamic data manipulation operations. 
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 Wang et al (2013) proposed a new method for maintaining the integrity of data storage in Cloud 

Computing. This work also supports dynamic data operations, block modification, insertion, and deletion. In 

this work, they focus on the data dynamic operations and they used the Merkle Hash Tree construction model. 

 Kan et al (2014) proposed an auditing structure for cloud data storage systems. They also proposed an 

efficient and privacy-preserving auditing protocol for enhancing cloud security and data dynamic operations. 

They have also developed a batch auditing mechanism for handle multiple owners and clouds. However, the 

complexity of the proposed must be reduced for enhancing the performance. Hence, a new secured storage 

model using temporal rules is proposed in this paper. 

 

2. System Architecture: 

 The architecture of the system proposed in this paper is shown in Fig1. This proposed system consists of 

eight major components namely the user interface, Cloud Database Manager, TPA Access Control Manager, 

Temporal Information Manager, Constraint Manager, Rule Base, and the Cloud Database. In this system, 

various intelligent agents have been used to validate the access privileges of users and to perform effective 

decision making on security and performance. 

 In this model, user interaction is performed through the user interface. It accepts user queries and validates 

them using a validation agent. Queries from normal users are identified by the user interface and are sent 

directly to the TPA access control manager for deciding on the access privileges. On the other hand, queries 

from malicious users are identified by the cloud databases manager and sent to the temporal information 

manager and constraint manager where they check the key provided to them and they are filtered and dropped if 

the key is not matched.  

 In this secured data management process the cloud database manager receives queries from the user 

interface and passes them to the other constraint manager and temporal information manager for key verification 

if the user’s history is doubted. Such users are subjected to checks based on temporal constraints, identity 

constraints and the status level of the user before accessing cloud database. The status levels are each query. If 

all these constraints are satisfied then the request is allowed to proceed to the TPA access control manager 

which access to permits or denies the database and the query result is passed back to the user interface. The 

reputed users are given status level 5 and they are allowed to proceed to the access control manager directly. 

 

 
Fig. 1: System Architecture. 

 

 The technique used in the Encryption and Decryption processes is the Hill Cipher Technique which 

provides highest level of security to the Client's data. The rule base is used to store the knowledge about users in 

the form of rules. The key values used for Encryption and Decryption of the data are based on the initial key and 

the Rule Base key value. The major advantage of using this knowledge based approach is that it helps in 

performing effective retrieval from the cloud database by performing inference in order to enhance the 

performance and security.  

 The Access Control Manager provides the accessibility of the data to the corresponding Clients by which 

this system provides security to the Encrypted/Decrypted Client data. 

 The Cloud Storage stores the application data in the cloud. It helps the users to store and retrieve large 

amount of data located in various locations. Finally, it supports the cloud database manager by providing 

facilities for effective storage and retrieved. 

  

3. Intelligent Trust Based Temporal Cloud Data Storage Algorithm: 

 In this paper, we proposed a new model is called Intelligent Trust Based Temporal Cloud Data Storage 

Algorithm (ITBTCDSA) which is the combination of a new Trust Model based extended key based access 

control system and temporal cloud data access control. In this model, the trust value is calculated for each cloud 
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user and assigned their roles in different times by the administrator. Trust based roles can be assigned by the 

administrator for each user is based on based access control system. 

 

 3.1 Recommendation trust based role assignment: 

 Trust is the degree of the cloud user roles in cloud environment. The concept of trust has already been used 

in access control. In a traditional based access control system, attributes of a subject do not normally contain a 

priori information about its future activities. This proposed model, the various roles are assigned for the users by 

administrator based on their trust score and time. A role of the user will be associated with their trust score. The 

proposed model uses the concept of trust by assessing the previous behavior of the user and projecting this 

assessment onto the user’s future behavior.  

 Factors involved in determining the trust are, collaboration level between the user and organization, 

recommendation and reputation. In this method, we used the recommendation score for assigning the particular 

role to the user. This recommendation score will be considered based on the others opinions and previous 

history of the user which is obtained from the knowledgebase information.  

 

3.2 Algorithm for assigning roles to user based on recommendation:  

For each user U do 

   Set attribute R1, R2 …. Rn 

End for  

For each attribute Ri of U do 

    Set trust level threshold Thresh_Ri (U) 

End for 

While the system is running do 

   Calculate Trust_score (U) 

   For each Ri do 

     If Trust_Score (U) >= Thresh_Ri (U) then 

         Assign Ri 

End if 

  End for 

End while 

 

3.3 Intelligent temporal cloud data storage without constraints: 

 In this phase, a new intelligent temporal cloud data storage algorithm is proposed in this paper to handle 

multiple distinct data items. In this algorithm, n is the number of requests in sequence, m is the number of 

processing nodes, k is the number of distinct data items, j is the jth data item, and ti is the ith time stage. This 

algorithm find the shortest path from source node to designation node that has the request point for item j at 

stage tu. The shortest path is defined on a subset instead of the fully connected network. It is necessary to update 

the costs for the request points in the affected set due to of the side effects of the shortest path computation. 

Step 1: Find the shortest path  from to  in which  based on edges of the graph is the node that 

has the request point for item j at stage tu. 

Step 2: To find the minimum cost using the temporal aspect using formula  

 

Step 3: To find the total cost F (i) using the formula . 

Step 4: Find the best path using decision rules based on length and time. 

 This algorithm is used for find the shortest path based on temporal aspects and it is used in intelligent 

temporal with and without constraints. 

 Based on the Implementation of the algorithm for temporal role based access control with intelligent agents, 

the system has been tested with cloud datasets for temporal constraints. In this work, we use the RSA algorithm 

for Key generation and verification. 

 

4. Performance Analysis: 

 In this section, we discuss about the performance analysis of our proposed algorithm used in third parity 

auditor access control system with other existing algorithms. The proposed and existing algorithms have been 

implemented in JAVA for measuring the actual computation time to perform access control with and without 

constraint operations. In order to measure the actual computation time taken for performing the constraint 

operation, we have used various numbers of CPUs, Memory in the server side. Similarly, the same number of 

hardware components is used in the cloud service provider side also for measuring the computation time.  

 For taking various numbers of CPU’s, memory and Hard disk both in TPA and cloud service provider sides 

we have installed a simulation software “Eucalyptus” is installed in Linux operating system. Eucalyptus is a 
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Linux based open source software for creating Infrastructure as a Service (Iaas) which can provide own 

collections of resources such as hardware, storage, and network via Eucalyptus’ self-service interface on an as-

needed basis. The Eucalyptus cloud setup consists of five types of components. Among the five components, 

the cloud controller and Walrus are top-level components, with one of each in a cloud installation. Top-level 

components can aggregate resources from multiple clusters (i.e., collections of nodes sharing a LAN segment, 

possibly residing behind a firewall) and each cluster needs a Cluster Controller (CC) for cluster-level scheduling 

and network control and a "storage controller" (SC) for EBS-style block-based storage. The two cluster-level 

components would typically be deployed at the head-node of a cluster. Finally, every node with a hypervisor 

will need a Node Controller (NC) for controlling the hypervisor. 

 DHCP server provides IP address to Virtual Machine (VM) to run using dhclient command. The hypervisor 

is installed on the node machine. The Eucalyptus Cluster Controller and Walrus are installed on the front-end. 

The Eucalyptus Node Controller is also installed with nodes. After the installation a service, the Eucalyptus 

cloud is registered to communicate with each other there by informs the location of walrus to the Cloud 

Controller (CLC). To enable a VM image as an executable entity, a data client/server must add a root disk 

image, a kernel/RAM disk pair to Walrus and register the uploaded data with Eucalyptus. After installing all 

these service and assigned various numbers of CPUs and memory, csp.java program is running in the cloud 

service provider side to perform signature creation operation and a client.java is running have to perform 

verification operation.  

 For measuring the computation times in milliseconds (ms), we have used various numbers of CPU’s RAM 

Sizes and Hard disk Sizes both in client and server sides. Moreover, the system was run for 10 trials and the 

average of the 10 trails of computation time is included in the Table 1 and Table 2.  

 The results obtained from the experimental are explained using tables in this paper. Table 1 shows the 

comparison of amount of storage by Intelligent Trust Based Temporal Cloud Data Storage Algorithm 

(ITBTCDSA) with constraints and Intelligent Trust Based Temporal Cloud Data Storage Algorithm 

(ITBTCDSA) without constraints in 5 experiments with different number of request. The requests of storage in 

user request with a proportion 17:3. From Table1, it can be observed that the proposed ITBTCDSA with 

constraints model performs better when compared with ITBTCDSA without constraints model is used to 

provides more than 90% storage and access control the data accuracy. This is due to the use of intelligent agents 

and effective key sharing techniques proposed and used in this model. 

 
Table 1: Amount of data storage with constraints and without constraints. 

S. No Amount of Storage (GB) Time in without Temporal Constraints (ms) Time in with Temporal Constraints (ms) 

1 1000 10.456 10.412 

2 2000 10.461 10.441 

3 3000 10.512 10.481 

4 4000 10.551 10.515 

5 5000 10.583 10.551 

 

 Fig 2 shows the number of authorized users who were permitted by the Intelligent Trust Based Temporal 

Cloud Data Storage Algorithm (ITBTCDSA) with constraints model. From this figure, it is observed that the 

access permission of Intelligent Trust Based Temporal Cloud Data Storage Algorithm (ITBTCDSA) is lower 

than Intelligent Trust Based Temporal Cloud Data Storage Algorithm (ITBTCDSA) without constraints model. 

Moreover, 5% of less users where denied access in comparison with the constraint system and hence the 

security is enhanced. This is due to the fact that temporal constraints are used effectively to check the abnormal 

users. 

 

 
 

Fig. 2: The number of data centers security level. 

 

 Table 2 shows the comparison of amount of storage by Intelligent Trust Based Temporal Cloud Data 

Storage Algorithm (ITBTCDSA) with constraints and Intelligent Trust Based Temporal Cloud Data Storage 

Algorithm (ITBTCDSA) without constraints. From Table2, it can be observed that the proposed ITBTCDSA 
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with constraints model performs better when compared with ITBTCDSA without constraints model is used to 

provides more than 90% storage and access control the data accuracy. This is due to the use of intelligent agents 

and effective key sharing techniques proposed and used in this model. 

 
Table 2: Amount of data storage with constraints and without constraints. 

S. No Amount of Storage (GB) 

Time in without 

Temporal 
Constraints (ms) 

Time in with 

Temporal Constraints 
(ms) 

1 1000 10.456 10.412 

2 2000 10.461 10.441 

3 3000 10.512 10.481 

4 4000 10.551 10.515 

5 5000 10.583 10.551 

 

 Fig 3 shows the number of user request permitted by Intelligent Trust Based Temporal Cloud Data Storage 

Algorithm (ITBTCDSA) with constraints model and Intelligent Trust Based Temporal Cloud Data Storage 

Algorithm (ITBTCDSA) without constraints model when the request is sent during time interval (t1, t2). From 

the implementation carried out in this model, it is observed that there is a difference of 7% users who where 

denied access in comparison with the Intelligent Trust Based Temporal Cloud Data Storage Algorithm 

(ITBTCDSA) without constraints model.  

 The experimental conducted in this work shows that it has taking 959 ms to create ten roles, 844 ms to 

include nine edges and 711 ms to grant 10 permissions for each of the ten roles, and  3,384 ms to assign 50 users 

to each role. The time taken for each of the simple operations is between 68 to 120 ms. 

 

 
 

Fig. 3: The number of users permitted during time interval (t1, t2). 

  

 Fig 4 shows the time taken to assign 50 users with 10 roles. From the graph, it can be observed that the time 

taken to process the Intelligent Trust Based Temporal Cloud Data Storage Algorithm (ITBTCDSA) with 

constraints both proportional to the size of the database. However, the time taken to process the constraints in 

Intelligent Trust Based Temporal Cloud Data Storage Algorithm (ITBTCDSA) with constraints is less when it is 

compared with Intelligent Trust Based Temporal Cloud Data Storage Algorithm (ITBTCDSA) without 

constraints. 

 

 
 

Fig. 4: The number of users permitted during time interval (t1, t2). 

 

5. Conclusion: 

 In this work, new storage and retrieval techniques using Intelligent Trust management using temporal 

constraints have been proposed for effective and secured cloud storage. In addition, the temporal constraints 

model proposed in this work uses rules and intelligent agents in order to enhance the security of the cloud 

database system.. The performance analysis carried in this work shows that the proposed scheme is more secure 

and highly efficient than the other existing databases system. The main advantage of the proposed model is the 
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provision of a 2-tier security system to ensure the security of data in cloud databases. Future works in this 

diction can be the inclusion of spatial constraints to enhance the security further. 
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